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Abstract

Although the digital world brings enormous benefits, it is also vulnerable. Cyber space incidents, either
intentional or accidental, are rising to an alarming level and could disrupt the provision of essential services. State
economies are already affected, to a great extent, by cybercrime activities against individuals, public and private sectors.
Virtual criminals use more and more complex methods for penetrating into computer systems, such as critical data theft
or repositories. Cyber security has become a component of the security of all states, which, according to international
conventions and treaties, can be achieved through the knowledge, prevention and counteraction of attacks and threats,
as well as by diminishing the vulnerabilities of cyber infrastructure for the effective management of all security risks
prevention, and fight against cybercrime and, last but not least, cyber defense. The provision in the new Criminal Code
of possible or facilitated offenses by new information and communication technologies, in particular crimes against the
security and integrity of systems and computer data, is a necessary action to synchronize our criminal law at the highest
level with European law and as well as the necessary response to the exponential growth of this type of crime.
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1. Specific concepts and notions. The importance of Al regulation

In recent years it has been observed that while the digital world brings enormous benefits, it
is also vulnerable. Cyberspace incidents, whether intentional or accidental, are growing at an alarming
rate and could disrupt the provision of essential services such as water, health, electricity or mobile
phone services. Threats that may have different origins, including criminal, politically motivated,
terrorist or state-sponsored attacks, as well as natural disasters or unintentional mistakes.

The economy of the states is already affected, in different proportions, by cybercrime
activities directed against individuals and the public and private sectors. Cybercriminals are using
increasingly sophisticated methods to penetrate computer systems, such as stealing critical data or
ransom holdings. As pertinently noted in recent doctrine?, the growth of economic espionage and
state-sponsored activities in cyberspace represents a new category of threats to governments and
companies around the world. In states outside the Union, governments could also abuse cyberspace
for surveillance and control of their own citizens. The Union could counter this situation by promoting
online freedom and ensuring respect for fundamental rights in the cyber environment.

In recent criminal doctrine?, the following have been identified as features of computer crime:

a. specific characteristics of the active subject;

b. the cross-border nature of computer crime;

c. the special power of computers to process information and data;

d. insufficient training of investigators.

All of these factors explain why governments around the world have begun to develop their
own cybersecurity strategies and consider cyberspace as an increasingly important international issue.

1 Carmen Adriana Domocos - Faculty of Law, University of Oradea, Romania, carmendomocos@gmail.com.

2 Joana Celina Pasca, The lie regarding digital identity, published in the volume ‘Evolution of ECHR standards, Crisis situations and
new technologies. New challenges for criminal law and the criminal justice system’, Universul Juridic Publishing House, Bucharest,
2021, p. 60.
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It is appreciated* that the time has come for the European Union to intensify its actions in this field,
in order to develop a cyber security strategy for the virtual environment, which will present its vision
in this field, clarifying the roles and responsibilities of the member states and establishing future
actions necessary, based on a strong and effective protection and promotion of citizens’ rights and
freedoms, which will make the online environment of the European Union the safest cyber space in
the world.

Security in the cyber environment has become a component of the security of all states, which
according to international conventions and treaties can be achieved by knowing, preventing and
countering attacks and threats, as well as by reducing the vulnerabilities of cyber infrastructure in
order to effectively manage all security risks for them, preventing and combating computer crime
and, last but not least, cyber defense.®

Of all the threats of the end of the 20™ century, which continued to manifest themselves even
today — narcotics, human trafficking, forced labor, we can say that the phenomenon of computer crime
is the one that is progressing with the most significant steps, evolving by itself in forms more and
more surprising, but also serving as a modus operandi for other types of crimes, such as child
pornography or identity theft. The Internet, as the main tool of crime informatics, presents an infinity
of uses, which inevitably leads to the diversification of the forms of manifestation of the phenomenon.

Although it is considered more of a concept than a reality, cyber terrorism is increasingly
attracting the interest of the media and government circles alike. Studies in the field reveal the fact
that the danger exists, but too little information is known about the phenomenon or its limits are too
little defined. But what is cyber terrorism? Currently, both in the academic circles and in those
circumscribed by IT security, there are many definitions, many of which try to draw a parallel with
the classic definition of terrorism, namely the totality of the intentional acts of violence committed
by a group or an organization in order to provoke a generalized fear and to achieve some political
goals.®

Essentially, according to the definition of the US Federal Bureau of Investigation, we are
dealing with ‘a premeditated, politically motivated attack against information, computer systems,
programs and data operations, leading to violence against civilian targets and noncombatants, an
attack carried out by subnational groups or clandestine agents’.

The criminological research on crimes carried out by computer systems are still in the testing
stage’. Even those achieved up to this point tend to change the classic way in which crimes are viewed
in current criminal justice systems.

Thus, computer crime lato sensu means any crime in which a computer or a computer network
is the object of a crime, or in which a computer or a computer network is the instrument or
environment for committing a crime.

Strictly speaking, computer crime means any crime in which the perpetrator interferes,
without authorization, with automatic data processing processes.

The content of the notion of a computer-related criminal act is particularly varied, being
approached from different perspectives in specialized works. Thus, in the report of the European
Committee for criminal problems, computer crimes are systematized in the following categories: the
crime of computer fraud; the crime of computer forgery; the crime of damaging data or computer
programs; the crime of computer sabotage; the offense of unauthorized access to a computer; the
crime of unauthorized interception; the crime of unauthorized reproduction of a computer program is
protected by law; the crime of unauthorized reproduction of topography; the crime of unauthorized
alteration of data or computer programs; crime computer espionage; the crime of unauthorized use of
a computer; the crime of unauthorized use of a computer program is protected by law.

4 Octavian Vara, Computer crime (doctoral thesis), available online at the ,,Alexandru loan Cuza” Police Academy https://www.
juridice.ro/wp-content/uploads/2014/11/REZUMAT-TEZA-DE-DOCTORAT-VARA - OCTAVIAN.pdf, last accessed 14.03.2024.

5 Ibid.

6 Document available online at https://dexonline.ro/definitie/terrorism, last accessed 03/14/2024.

7 For details, see the document available online at https://www.telework.ro/ro/conceptul-de-criminalitate-informatica/, last accessed
14.03.2024.
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The United Nations manual for the prevention and control of computer crime summarizes the
following categories of crimes: fraud through manipulation of electronic computers; fraud by
falsifying documents; alteration or modification of data or computer programs; unauthorized access
to IT systems and services; unauthorized reproduction of computer programs protected by law.

Depending on the criterion of the role played by computer systems in committing the crime,
computer crimes are classified into crimes committed with the help of computer systems, in which
computer systems are a tool to facilitate the commission of crimes. These are ‘traditional’ crimes
perfected through the use of computer systems; and crimes committed through computer systems,
where computer systems, including the data stored in them, are the target of the crime. These crimes
can only be committed through computer systems. They have become the subject of regulation in
recent years and have been the subject of criminological research aimed at types of crime.®

2. Domestic and international regulations in the field of computer crime

At the international level, the Council of Europe initiated a series of regulations regarding
computer crime. Thus, if in 1995 Recommendation numbers R (95) 13 regarding criminal procedure
issues related to information technologies, on November 23, 2001, the Convention on computer crime
was signed in Budapest. The convention aims to prevent acts directed against the confidentiality,
integrity and availability of information systems, networks and data, as well as the fraudulent use of
such systems, networks and data, by ensuring the criminalization of such conduct and by encouraging
the adoption of measures of a nature to enable the effective combating of these types of crimes, aimed
at facilitating their discovery, investigation and prosecution both at national and international level,
as well as by providing material provisions necessary to ensure fast and safe international cooperation.
The convention was ratified by Romania through Law no. 64 of March 24, 2004, for the ratification
of the Council of Europe Convention on computer crime® (the Convention for the ratification of the
Council of Europe Convention on computer crime was adopted in Budapest on November 23, 2001).

By adopting Romania’s cyber security strategy and the national action plan for the
implementation of the national cyber security system!?, Romania aims to develop a dynamic
information environment based on interoperability and services specific to the information society,
as well as ensuring respect for rights and freedoms fundamental rights of citizens and national security
interests, in an appropriate legal framework.

The new Criminal Code of Romania®! dedicates Chapter VI to crimes against the security and
integrity of IT systems and data. This chapter of crimes against the security and integrity of computer
systems and data has no counterpart in the old Criminal Code, the group and the component crimes
being completely taken over (with minor systematization changes, respectively insignificant changes
of key terms) from Law no. 161/2003%?, whose source is the European Convention on cybercrime
(Cybercrime Convention).

In recent criminal doctrine?3, it has been appreciated that the provision in the new Criminal
Code of crimes made possible or facilitated by new information and communication technologies,
especially crimes against the security and integrity of computer systems and data, constitutes a
necessary action to harmonize our criminal legislation at the highest level with European and global
legislation in the field, as well as the necessary reaction to the exponential growth of this type of

8 For details on the classification of computer crimes, see the document available online at https://www.telework.ro/ro/conceptul-de-
criminalitate-informatica/, last accessed 14.03.2024.

9 Law no. 64 of March 24, 2004, for the ratification of the Council of Europe Convention on cybercrime was published in the Official
Gazette of Romania, Part I, no. 343 of April 20, 2004.

10 Government Decision no. 271/2013 for the approval of the Cyber Security Strategy of Romania and the Action Plan at the national
level regarding the implementation of the National Cyber Security System was published in the Official Gazette of Romania no.
296/23.05.2013.

11 aw no. 286/2009 published in the Official Gazette of Romania, Part I, no. 510 of July 24, 2009.

12 published in the Official Monitor of Romania, Part I, no. 279 of April 21, 2003.

13 George Antoniu, Tudorel Toader (coordinators) and collective, commentary by loana Vasiu, in Explanations of the new Penal Code,
Vol. IV, articles 257-366, Universul Juridic Publishing House, Bucharest, 2016, p. 836.
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criminality'®. Moreover, the issue of the legal consequences of the use of robots has concerned all
European institutions*® for a considerable period of time, concerns that culminated in the adoption by
the European Parliament during this very recent month — March 2024 — of the first European rules
that officially regulate artificial intelligence systems — Al¢. Although we are only in the first phase
of Al regulation, it has already been ruled in principle that Al models for ‘general use’ will have to
comply with transparency obligations and European copyright rules, while at the same time allowing
that many details of the Al law remain open and must be clarified, especially with regard to standards,
thresholds or transparency obligations. Reassurance is an important first step that will be followed by
others, as required by the realities of the digital age to which we are contemporary.

Cybercrime has grown in sophistication and prevalence?’, increasingly involving organized
crime, hacking, the use of botnets, the theft of data from within organizations and massive coordinated
attacks on critical information infrastructure, the damage caused by this type of crime being
continuously increasing. This situation worries organizations in particular, reaching the idea of
launching satellites into space, with the aim of creating a backup of transactions.

As contemporary society becomes hyperconnected, the prevalence of computer crime also
increases. No state alone can eliminate or even reduce the problem of criminality in cyberspace. There
is a need for shared leadership and determination, an approach in this sense being represented by the
European Convention (ETS no. 185), considered a positive start, but which, especially in the context
of very dynamic developments in the field of information and communication technologies, must be
continued and improved in terms of the detailing of the necessary elements in the case of each crime,
the specification of consistent procedures'®. Moreover, in recent years the constant and intense
concerns for the field of action of artificial intelligence have determined the appearance of new
concepts and notions with legal valence such as those of ‘digital citizens’ and ‘digital citizenship’,
about digital rights and freedoms, which will, of course, generate correlative obligations whose non-
compliance will attract legal consequences.*®

According to Decision no. 1040 of October 13, 2010% (published in M. Of. Number 721 of
October 28, 2010), preventing and combating computer crime is a strategic objective. The importance
of the fight against this type of crime is also emphasized in H.G. no. 271/2013 for the approval of
Romania’s cyber security strategy and the national action plan regarding the implementation of the
national cyber security.?!

3. Regulation of IT crimes in the new Criminal Code of Romania, an objective necessity.
De lege ferenda proposals

In the presented context, the criminalization of such acts as crimes in our domestic legislation
has become an objective necessity. Thus, in the new Criminal Code, the legislator provided for the
group of crimes against the confidentiality, integrity and availability of data and IT systems
(incompletely and somewhat redundantly called by our criminal lawmaker, ‘Crimes against the
security and integrity of IT systems and data’) in Chapter VI of Title VII, called ‘Crimes against
public safety’. The chapter includes six crimes: illegal access to a computer system, illegal

14 For details, see: Federal Bureau of Investigations (FBI), Facts and Figures 2013-2014\ Kaspersky Lab, More’s users, more attacks:
Kaspersky Lab stats show a surge in Bitcoin cybercrime, 2014; Ben Dipietro, Cybercrime 2014: More Attacks, More Boardroom
Scrutiny, Wall Street Journal, December 3, 2013, quoted by loana Vasiu in op. cit., p. 836.

15 For details, see Cristian Dumitru Mihes, Human-computer interaction. Legal implications, in Oradea Faculty of Law Review, no.
1/2018, Pro Universitaria Publishing House, Bucharest, 2018, p. 161.

16 For details, see the document available online at https://www.hotnews.ro/stiri-europa_impreuna-26971548-parlamentul-european-
votat-prima-legislatie-privind-inteligenta-artificiala-din-lume-prevad-noile- norms.htm, last accessed 14.03.2024.

17 See, for example, Verizon, Data Breaches Investigations Report, 2013; Sophos, Security Threat Report, 2013, cited by loana Vasiu
in op. cit., p. 836.

18 In the same sense, see also Silvia Signorato, Le indagini digitali-structural profiles di una metamorfosi investigativa, G.Giappichelli
Editore, Torino, 2018, p. 4.

19 Laura Maria Stanild, The right to virtual life, in Oradea Faculty of Law Review no. 1/2021, Pro Universitaria Publishing House,
Bucharest, 2021, pp. 48-49.

20 pyblished in the Official Monitor of Romania, Part I, no. 721 of October 28, 2010.

21 published in the Official Monitor of Romania, Part I, no. 296 of May 23, 2013.
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interception of a transmission of computer data, alteration of the integrity of computer data, disruption
of the operation of computer systems, unauthorized transfer of computer data and illegal operations
with computer devices or programs.

It was observed?? in this context that the legislator of the new Criminal Code slightly changes,
probably inadvertently, the title of the group (correctly taken from the European Convention on
computer crime in the law of its ratification from 2004, i.e. ‘Crimes against the confidentiality of the
integrity and availability of computer systems and data’), this being, as | mentioned above, in the new
Criminal Code ‘Crimes against the security and integrity of IT systems and data’, omitting two key
concepts/elements of IT security. The offenses are taken, without significant changes, from Law no.
161/2003. The changes mainly concern the sanctioning regime, the legislator of the new Penal Code
proposing lower penalties than those in Law no. 161/2003.

It was noted by the same author?? that the legislator took over even in Law no. 161/2003 (the
main source of inspiration for the new Criminal Code) only partially the title of the subgroup of the
European Convention, omitting a key concept/element: the availability of data and computer
systems —see the Convention on computer crime, Title I: Offenses against the confidentiality,
integrity and availability of computer data and systems. Until its repeal by Article 446 paragraph (2)
of Law No. 286/2009, our legislator chose an incomplete title for this chapter, namely: Chapter | —

‘Crimes against the confidentiality and integrity of data and IT systems’ (Title X — ‘Crimes against
data and IT systems’).

Even if the Convention specifies that its content does not need to appear verbatim in national
law, it was pertinently considered that omissions and inaccuracies of this type can lead to incorrect
or incomplete interpretations or applications of the legal provisions in practice.

We find that the judicial practice has not yet crystallized the relevant jurisprudence, the
judicial bodies having difficulties in realizing the legal framework of an action or inaction that
constitutes the material element of one of these crimes. The doctrine has also signaled this legislative
inaccuracy, both in the case of computer crime and in the case of those against electronic commerce
(which are in the same phrase, respectively ‘computer crime’ in a broad sense), the jurisprudence
presents, with regard to certain matters of right that especially concern the legal framing of the facts,
an obviously uneven character.

In fact, the perpetrators make fake ATM faces that are applied to the outside of the terminal
and perfectly mimic the keypad or card access slot. Inside these devices are mounted electronic
components, microcontrollers, storage media (flash memory), sometimes even a mini video camera
and power supplies for a certain autonomy. Such a home-made device is capable of approximately
200 card readings, with the data stored locally in flash memory.

Thus, the perpetrator’s action takes place on the surface, outside the ATM, so that he does not
logically interact with the equipment, as it requires the typical crime of illegal access to an information
system. Copying data from the magnetic strip of victims’ cards is technically done before these cards
are actually inserted into the computer system called ATM. In other words, a crime was already
consummated at that time.

In one opinion, this fraudulent copying of magnetic card information fits perfectly into the
typical nature of the unauthorized transfer of computer data (art. 364 C. Pen.), of course, given that
the electronic payment instrument, the bank card, is, in effect, also a means of storing computer data.
As far as we are concerned, we appreciate that, since the ATM is a computer system, and by
interacting with the ATM, they accessed the system by violating the security measures, the legal
framework of the act can also be in the text of art. 360 C. pen. which criminalizes in the simplest form
of paragraph 1 unauthorized access to a computer system, which was actually done in the present
case. Illegal access to a computer system. Once the information associated with the cards is obtained
and, possibly, after cloning these instruments, the monetization of the operations is most often done
by committing the crime of fraudulent financial operations (art. 250 C). As a rule, it is carried out in

22 Joana Vasiu, G.Antoniu, T.Toader, in op. cit., p. 837.
23 |dem.
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two technical ways, namely: Card Present — by using the cloned instrument at an ATM or Point of
Sale (POS) or Card Not Present —when only the identification data associated with the original cards
are used, for example, to perform internet transactions.

Another example of a legislative gap/inadvertence: the criminal law criminalizes the crime of
theft in use in art. 230 para. 2 C. pen. As ‘unauthorized use of another communication terminal or use
of a communication terminal is not connected to a network if damage has occurred’. In other words,
if, for example, the perpetrator uses someone else’s Wi-Fi and causes damage, the act would
constitute a property crime. This raises the question of whether a Wi-Fi access point is a
communications terminal; we think the terminal is his computer on the phone that connects to the
Internet; continuing the reasoning, can it be disconnected if it’s an unprotected Wi-Fi? If the answer
is negative, the act does not exist or at least is not provided for by the criminal law.

Moreover, the judicial practice has not yet crystallized a relevant jurisprudence
(jurisprudence), the judicial bodies having difficulties in realizing the legal framework of an action
or inaction that constitutes the material element of one of these crimes. We believe that it would be
useful, by law, to insert in the incriminating text of each of the computer crimes provided for by the
Criminal Code, concrete elements of the objective content of the crime that would allow the
realization of the special legal object of the crime to be distinguished from a crime to another within
the same group of crimes, an operation that is currently being carried out with difficulty, such
elements having to be periodically correlated with the evolution and dynamics of the illicit cyber
phenomenon.

In the specialized literature, the generic or group legal object of the crimes in this chapter was
analyzed and it was assessed that it is constituted by social relations whose birth and development are
conditioned by the safety and integrity of computer systems, or as the European legislator specifies
more precisely in the Convention on computer crime: confidentiality, integrity and availability of data
and IT systems. These fundamental elements of the computer system and data security also appear in
the most recent proposal for a Global Treaty on computer security and crime.?*

4. The characteristics of computer systems —a prerequisite for the existence of computer
crime

The security requirements of the very complex IT systems are based on numerous operational,
economic, technical, political, legal, societal and human aspects; among these, the fight against
computer crime is a fundamental element?®, It is also the reason why the doctrine tried to clarify the
specific notions in order to delimit the constitutive legal contents of the crimes included in this
category.?

According to the opinions of several authors?’, security in the field of information systems
refers, first of all, to confidentiality, integrity and availability.?

24 For details, see loana Vasiu, Lucian Vasiu, Criminality in cyberspace, Ed. Universul Juridic, Bucharest, 2011, pp. 121-138.

25 Communication from the European Commission, Towards a general policy to fight cybercrime, COM(2007) 267 final, document
available online at https://eur-lex.europa.eu/legal-content/RO/TXT/?uri=CELEX :52007SC0641, last access 14.03.2024; see also
Duncan B. Hollis, An E-SOS for Cyberspace, in Harvard International Law Journal, vol. 52, no. 2, Summer, 2011, document available
online at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1670330, last accessed 14.03.2024.

% Ana-Alina lonescu Dumitrache, Disregarding trust in the virtual environment. Theoretical aspects and judicial practice regarding
the crime of deception and computer fraud in Criminal Law Review, no. 1-2/2022, University Publishing House, Bucharest, 2022, pp
109-112.

27 Donald L. Pipkin, Information security: Protecting the global enterprise, Prentice Hall, 2000; Charles P. Pfleeger, Security in
Computing, Addison Wesley, 1997; Peter G. Neumann, Computer-related risks, ACM Press, 1995, quoted by loana Vasiu, in op. cit.,
p. 838.

28 parker proposed three additional security attributes: Authenticity (a message, transaction or communication originates from the source
it claims to originate from), Possession or Control (in certain situations, computer data can be possessed or controlled by unauthorized
persons without to violate the privacy attribute) and Utility - see Donn B. Parker, Toward a New Framework for Information Security,
in Bosworth & Kabay (eds.), The Computer Security Handbook (4th ed.), 2002. An important study discusses these six attributes in
pairs: Confidentiality and Possession, Integrity and Authenticity, Availability and Utility - see Verizon, 2012, Data breach
investigations report, Study conducted by the Verizon Risk Team with cooperation from United States Secret Service at all, 2012, pp.
5 -6, cited by loana Vasiu in op. cit., p. 838.
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Confidentiality is an attribute that refers to computer data and aims to prevent unauthorized
access to computer data. Computer data can have an important economic value, which can lead to
computer attacks aimed at unauthorized access to them, implicitly violating their confidentiality. Due
to the characteristics of computer systems?®, attacks aimed at breaching the confidentiality of
computer data are, in some situations, difficult to detect or counter.

Violation of the confidentiality of personal data, for example, can have multiple negative
consequences for those affected. Persons who access, without the owner’s authorization, a computer
system or exceed the authorization they have and access protected computer data violate the owner’s
legitimate right to protect that data from access. Confidentiality also concerns the control of access
to works stored in digital form. Confidentiality can also be an important aspect in the case of military
or commercial® secrets or to comply with some legal requirements (such as, for example, not
disseminating medical records or lawyer-client communications).

Since breaching the confidentiality of computer data involves access to a computer system,
‘unlawful access’ is considered a basic crime in computer crimes. Confidentiality can have several
levels, starting from restricting the reading, printing or transmission of computer data and going up
to the restriction of information regarding the existence of computer data.

Integrity refers to the correct, unaltered and complete preservation of computer data. The
integrity of computer data has both physical and logical components and involves certain desirable
conditions, which are preserved over time, related to the maintenance or preservation of data in
conditions corresponding to the initial situation or that reflect correct facts. In the case of databases,
integrity refers to data, metadata and functions.

The level of sensitivity varies depending on the field and the circumstances, going from zero
tolerance to any kind of changes, up to a certain tolerance to data modification. Minor changes to
computer data can dramatically affect the legal status or the consequences of processing such data,
so that passive controls or constraints aimed at preventing actions or activities that may affect the
integrity of the information must be implemented, while active controls or constraints must be aimed
at preserving the consistency of the data IT during handling operations.

The availability of data or information systems refers to the prevention of actions that prevent
or significantly delay legitimate access to data or the legitimate use of information systems. Such
actions include data encryption or deletion and denial-of-service attacks (Distributed Denial-of-
Service —DDoS attacks). DDoS attacks consume the resources of a computer system, resources
intended to serve legitimate users. Two main subcategories of attacks have been identified3! in this
category: logical attacks and flooding attacks. In these attacks, thousands of compromised computers
are often used, which are controlled remotely by infecting, most often by means of computer Trojan
horses, turned into a group of ‘zombie’ computers. These attacks are very dangerous because they
are very difficult to counter.%?

5. Developments and perspectives in the field of cybercrime

All these factors explain why governments around the world have begun to develop their own
cyber security strategies and view cyberspace as an increasingly important national and international
issue.

Any organization, ministry, internet provider and company or communications company
needs IT security. It is not the size of an organization that determines the need for data protection and

23 Among other things, the inherent difficulties of securing computer data, the ability of the data to be in the possession of the legitimate
owners even after they have been accessed or copied and the difficulties regarding the discrimination of legitimate actions from
illegitimate ones are taken into account here.

30 The right to the protection of personal data is inherent in the right to freedom and the notions of trust and respect - for details, see
the opinion expressed in Charles Fried, Privacy, in 77 Yale Law Journal, 1968, pp. 477-478. Personal data can be sensitive (for example,
financial or medical data), in some cases, such as data being copied or disclosed to third parties, with serious consequences for those
affected - see real cases in L.R. Mizell, Invasion of Privacy, Berkeley Books, 1998.

31 Joana Vasiu, G.Antoniu, T.Toader, op. cit., p. 840.

32 1dem
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IT systems, but their privacy.

The firewall-antivirus solution no longer covers the security need of an IT system, although
the installation of such current and effective solutions is still of interest, with anti-intrusion protection
systems at both network and server level, protection systems of communications, strong
authentication solutions and especially professional consulting, training, support, audit and
certification services and, last but not least, appropriate legislative solutions.

As it is easy to deduce from the considerations presented, we are at a crossroads of times: the
digital age is only at the beginning, at least only at the beginning of its legal regulation, which means
that it is constituted in a premise rather than in a conclusion. It is a reality that no one could anticipate
the evolution of Al systems and that it is difficult not only to capture it in its full dimension, but also
to regulate it, therefore; this, and because of its dual valences, an ally and an enemy alike: it was
created by man to serve him, and now man seeks to limit it by regulation so as not to harm him. It
remains for the present and the immediate or distant future to prove whether artificial intelligence,
inevitably omnipresent in our lives, will be our ally or will turn into a rival difficult to defeat, equipped
with the very weapons put in its hand by the one who created it. Because it has been proven that the
distance from computer crime to computer crime is shorter than it might seem, and this directly affects
us on a daily basis.
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